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Building a Cybersecurity Workforce
Educational Resources and Professional Development

CYBER.ORG courses integrate foundational concepts like
programming, cyber hygiene, and security vulnerabilities
intfo core STEM classes and specialized cyber pathways

Students from CYBER.ORG partner schools were 4 times
more likely to pursue a cyber degree program

92% of active CYBER.ORG teachers said that the program
is effective at helping students understand cyber career
pathways

93% of active CYBER.ORG teachers said that the program
was effective in promoting student achievement
Classroom teachers as force multipliers, training them to
build the cybersecurity workforce of the future.

"[Using the curricula], our

instructional teams have
worked to embed real-world
cybersecurity topics and
careers within our core
curriculum — across all subject
areas.”
- Middle School Principal

19,700+

TEACHERS ACCESSING CURRICULA
SINCE 2014

20

CYBER-INTEGRATED K-12 COURSES
DEVELOPED
SINCE 2012

13,630

TEACHERS TRAINED SINCE 2015

432

TEACHER EVENTS LED SINCE 20135

61%

TEACHER PARTICIPANTS FROM TITLE
1 SCHOOLS
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CYBER.ORG: Building a Cybersecurity Workforce

Key Findings

Key Take-Aways
* Less than half of educators
surveyed (45%) say students
are taught cybersecurity;

* Access to cybersecurity
education resources is not
consistent across communities
and educational settings;

* Cybersecurity education is
more available to the higher
socioeconomic regions of the
country, leaving out students in

rural, low-income areas.

Community has organizations/companies that
employ cybersecurity specialists

Community DOES NOT have organizations/
companies that employ cybersecurity specialists

: -

Private school/network

Public school/district

District Poverty

e

More than 75%
51to 75%
261050 %

Percent of low-income students in
the district is 25% or less

District Size
10,000 or more students

2,500109,999

District enrolls fewer than 2,500 students
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CYBER.ORG: Building a Cybersecurity Workforce

Key Findings

Key Take-Aways
Most students know little or
nothing about Cybersecurity;

Student and educator
knowledge of cybersecurity
are correlated;

Disparity of cybersecurity
educational opportunities is
significant, exponential in
cybersecurity deserts.

How much do your students know about
cybersecurity education?

1

Cybersecurity resources NOT available in
my community

Cybersecurity resources AVAILABLE in
my community

Private school/network

Public school/district

District Poverty
More than 75%

Percent of low-income students in the
district is 25% or less

“N/A/Don't know" responses have been removed. BAlLot MSome WALittle FNone

TOTAL m
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CYBER.ORG
Impact Compared to Socioeconomic Level
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CYBER.ORG: Building a Cybersecurity Workforce
Calls to Action

* Ensuring access to cybersecurity education in cybersecurity deserts;
* Raising basic levels of knowledge about cybersecurity education;
* Increasing the number of schools offering cybersecurity education;

* Enhancing educational offerings;

* Informing students about cybersecurity careers.
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https://cyber.org/stateofcybersecurity

Kevin Nolten
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Kevin.Nolten@cyber.org




@Atlantic Council

7~
(CYBER 1=
N_—
Safa Shahwan Edwards

Associate Director, Cyber Statecraft Initiative
Program Director, Cyber 9/12 Strategy Challenge



About Cyber 9/12

e Established in 2012

e Cyber crisis simulation and
scenario exercise




About Cyber 9/12

* Tackle cyber skills shortage .
e Diversity challenges

e Competitions in 5 countries
* NextGen Fund




Connections to NICE Strategic Plan

* Pursue Action
 Challenge Assumptions
e Stimulate Innovation
 Foster Communication
e Facilitate Collaboration
 Model Inclusion



CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

NATIONAL INITIATIVE FOR CYBERSECURITY
CAREERS AND STUDIES (NICCS)

Nancy Limauro
Cyber Defense Education and Training

Cybersecurity and Infrastructure Security Agency
July 22, 2020




About NICCS

Since 2013, NICCS has been a national hub for
cybersecurity education, careers, and training.

NICCS provides tools and resources for current and
future cybersecurity professionals to ensure the
nation’s workforce has the appropriate training and

education in the cybersecurity field. s A
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https://www.nist.gov/nice

NICCS Pageviews by Website Sections sune 2020

TRAINING — 44,130

TOP 5 Training Pageviews

Main Section: Page VIEWS NICCS Education and Training Catalog landing page
44,130 Training Landing page
June ! 6!316
3

2,289 4,380 FedVTE page

) Veterans

? 66,321
May 7,114 914 McAfee Institute Course — Certified Open Source Intelligence
31,808

FORMAL EDUCATION - 6,316

119,508 TOP 5 Formal Education pageviews
April 11,422
62,369 2,153 Students, Launch your Cyber Career page
1,541 CyberCorp: Scholarship for Service page

h 130,723
Marc 13,020 e
67,261 1,467 Cybersecurity in the Classroom page

761 National Centers of Academic Excellence (CAE) page

? 136,562 : :
Feb. 16,239 350 Formal Education landing page
66,492

WORKFORCE DEVELOPMENT - 30,033

143,529 TOP 5 CONTENT Workforce Development Pageviews
Jan. :17 sl 68,915 8,978 NICE Cybersecurity Workforce Framework landing page

1,689 NICE Cybersecurity Workforce Framework Work Roles page

Dec. ! 17.095 104,060 1,005 NICE Framework Mapping Tool page
55,458

10 Cybersecurity Resources page

B Training M Formal Education O Workforce Development 742 Workforce Development landing page



NICCS Top Content Searches/Downloads sune 200

TOP 5 CYBER CAREER PROFILES
SEARCHED

WORKFORCE DEVELOPMENT
NICE CYBERSECURITY
WORKFORCE FRAMEWORK
TOP 5 TRAINING COURSES

SEARCHED TOP 5 SPECIALITY AREAS SEARCHED

Certified in Open Source
Intelligence (C| OSINT) (McAfee
Institute)

Certified Digital Forensics Examiner
(CDFE) (Mile2)

Cybersecurity Fundamentals Online
Course (ISACA)

HIPAA Compliance Officer Training
Certified HIPPA Privacy Security
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736 Digital Forensics

Information Systems Security
Manager

700 All Source Analysis

Cyber Forensics Expert 517 Cyber Investigation

Cryptographer 507 Cyber Defense Analysis

Cyber Security Engineer

Downloads

TOP 5 DOWNLOADED RESOURCES

454 Cybersecurity Management

ASAE v2.0 — ASA Essentials v2.0 TOP 5 WORK ROLES SEARCHED

(Global Knowledge)

233 [Cyber Defense Analyst

100 |[Cyber Defense Forensics Analyst

1,054 [FedVTE Veterans Cybersecurity
Guide_20190531

343 [Cybersecurity Workforce Development
Toolkit

332 |Using the NICE Framework

99 [Cyber Defense Incident Responder

93 Information Systems Security
Manager

g8  [Vulnerability Assessment Analyst

263 [Vulnerability Assessment Analyst Nancy Limauro

Cyber Defense Education and Training
Cybersecurity and Infrastructure Security Agency
July 22, 2020
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NICCS — Education and Training Catalog

The NICCS Education and Training Catalog
IS a central location where the public can
access over 5,000 cybersecurity focused
courses. These courses are delivered by
accredited universities, National Centers of
Academic Excellence, federal agencies, and
other training providers.

Each course is mapped to the NICE
Cybersecurity Workforce Framework, which
was developed to encourage a cybersecurity
workforce standard.

Homa» Training > NICCS Education and Training Catalog
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https://niccs.us-cert.gov/training/search
https://niccs.us-cert.gov/featured-stories/incorporating-cybersecurity-existing-curricula
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework

NICCS — Training Catalog Metrics

NICCS Training Provider

400
350
300
250
200 182 166 181 168
150
100
50
0
March April June
mTotal mCurrent OApproved
NICCS Training Courses
6.000 5,251 5328 5420 5471
5.000 4 - 4,850
4,151 4,055
000 -

March April May June

m Courses
Nancy Limauro
Cyber Defense Education and Training
Cybersecurity and Infrastructure Security Agency
July 22, 2020




NICCS — Training Catalog Metrics

TOP TRAINING PROVIDERS

VIEWED

 McAfee Institute

e Mile2

e FedVTE

e |tSM Solutions LLC
 Lunarline Inc.

TOP 5 TRAINING COURSES VIEWED

o Certified in Open Source Intelligence (C|OSINT)
(McAfee Institute)

« Certified Digital Forensics Examiner (CDFE)
(Mile2)

e Cybersecurity Fundamentals Online Course
(ISACA)

 HIPAA Compliance Officer Training Certified
HIPPA Privacy Security Expert
(Supremus Group)

Nancy Limauro

Cyber Defense Education and Training
Cybersecurity and Infrastructure Security Agency
July 22, 2020



NICCS — Cyber Career Pathways Tool

The Cyber Career Pathways tool NICCS”
presents a new and interactive way to
explore work roles within the NICE
Cybersecurity Workforce Framework.

Training '  Formal Education '  Workforce Development % About NICCS W Q

Home » Workforce Development » Cyber Career Pathways

Cyber Career Pathways

All Relationships
Welcome to the Cyber Career Pathways tool! _ P
Toggle the top 5 relationships based on all or

This tool presents a new and interactive way to explore work roles within the NICE Cybersecurity COfe shared Tasks and KSAs.

T h IS t00| WI I | . Workforce Framework. It depicts the Cyber Workforce according to five distinct, yet

complimentary skill communities. It also highlights core attributes among each of the 52 work

Select a work role

roles and offers actionable insights for employers, professionals, and those considering a career Begin typing to search work role names.

depicts the cyber workforce according to five
diStinCt’ yet Compllmentary Ski” CommunitleS_ To start, select a work role below, or enter keywords in the search bar.

Cyber
Workforce

highlights core attributes among each of the 52
work roles, the foundational units of job
descriptions in the NICE Framework

offers actionable insights for employers,
professionals, and individuals considering a
career in cyber.

Nancy Limauro

Cyber Defense Education and Training
Cybersecurity and Infrastructure Security Agency
July 22, 2020



https://niccs.us-cert.gov/workforce-development/cyber-career-pathways
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Successful Strategies for Cybersecurity Hiring: for Human Resources and hiring professionals

The shortage of cybersecurity talent can make it challenging for organizations and Human Resource
departments to hire and retain a skilled cybersecurity workforce. Additionally, organizations need to
build a human capital pipeline that brings new candidates into the field, and increases representation
from under-represented populations. Adoptien of one or more of the following strategic concepts may
allow a hiring manager to reduce time-to-hire, identify gaps in their cybersecurity workforce, develop
career pathways and diversify their teams. Resources for a deeper understanding of these ideas may be
found on the reverse of this document.

Assess the Current Cybersecurity Environment

Every individual has a work role in organizational cybersecurity. Organizations can use the NICE

guidebock , Cybersecurity is Everyone’s lob to identify work roles by business function, defining each
role and function as a part of the cybersecurity workforce.

Use Knowledge, Skills and Abilities tools, like the National Initiative for Cybersecurity Education (NICE)
Cybersecurity Workforce Framework, the Department of Labor's 0*MNet tool and the Cybersesk org
website to evaluate workforce needs. This may help to improve the overall understanding of
cybersecurity work in an organization.

Create a demographic profile of the cybersecurity workforce and determine if staffing is designed to
support diversity objectives. Assess the time it takes to hire new personnel (time-to-hire) and annual
retention rates. Evaluate salaries, using tools like the Department of Labor BLS Wage data by Area and
Occupation, against competitive data for the local job market and national averages.

Review Job Requirements

Using the NICE Framework, describe the necessary Tasks, and related Knowledge, Skills and Abilities to
build job descriptions aligned to business needs. Qrganizations are re- evaluating requirements such as
college degrees, advanced certifications and experience regquirements that might unnecessarily
discourage otherwise qualified talent from applying or being considered. The U.5. Bureau of Labor
Statistics uses a system to assign categories for entry-level education, work experience in a related
occupation, and typical on-the-job training to each occupation.

Standardize Cybersecurity lob Titles

Cyber Threat Hunter? Information Security Analyst? Job titles are different across industry, academia,
and government. The MICE Cybersecurity Workforce Framewaork and the Department of Labor’'s O*Net
tool can help provide some examples; review the Cyberseek website to see other comman titles in use.

Remove Hidden Bias in Position Descriptions and Hiring

Seek to remove language from job advertising and position descriptions that may discourage diverse

candidates from applying for open positions, i.e. the use of masculine gendered nouns or references to
military-style approaches. This can be difficult to recognize without guidance from experts or the use of
text-based tools that both spot biased or coded terminology and offer suggestions to use in their place.



SHRM.org identifies masking strategies and blind interview steps to strip identifying information from
resumes and job applications before sharing with the hiring teams. Invite a diverse team from across
your organization to assist in panel-style reviews of candidates.

Be Candidate Centric in Hiring

Make the application process a candidate-centric experience. Consider posting information on your
Career portion of the organization website that describes the steps in the hiring process, what
interactions the candidate may expect to have, examples of interview guestions per department or
position. Ask for and include anonymized candidate feedback.

Screen for Talent with Aptitude or Skill Assessment Tools

Critical Thinking

Critical Thinking Asking Who, What, When, Where, Why and How questions, at the appropriate level can

help candidates show analytical, interpretation, evaluation, problem solwing and communication skills.
Interviewing CyberSecurity candidates

Finding the right candidate for cybersecurity positions can be a challenge. HR managers and IT
professionals can work together to balance performance- based questions with education, skills and
organizational culture assessments.

Verbal and Written communication skills assessment: Re-evaluate the importance of soft skills in
cybersecurity positions. Interviews should allow candidates to display soft skills as well as hard skills_

Ex guestion: Can you give an example of how you explained a technical problem to a non-technical
person?

Unicorns are rare—don't build job descriptions and interviews based on all or nothing criteria.
Guidelines like the Aspen CyberSecurity Groups Principles for Growing and Sustaining the Nation's
Cybersecurity Workforce, offer insights and guidelines to help build organizational pipelines far the
cybersecurity workforce.
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REIMAGINED :
ONLINE EXPERIENC,

WEEK OF DEC 7, 2020

K12CYBERSECURITYCONFERENCE.ORG - ¥#¥2020NICEK12

THE 2020 NICE K12 CYBERSECURITY EDUCATION
VIRTUAL CONFERENCE

CONFERENCE MOVED TO VIRTUAL EVENT: In an effort to be mindful of the disparate
impacts of COVID-19, and based on the conference’s continued commitment to equity
and inclusion, the 2020 NICE K12 Cybersecurity Education Conference will be reimag-
ined to bring the community spirit and networking energy to an inspiring and engaging
online space.

AGENDA & PRESENTERS: Proposal review sub-committee in process of ranking pro-
posals. Presenter roster & draft agenda is in process.

COMMITTEE & SUB-COMMITTEE: Working to plan engagement & networking actitivies.

REGISTRATION DATE & PRICE: Tentative early bird registration AUGUST 18.
Tickets will be $150 early bird, $175 regular price

CONFERENCE VIRTUAL PLATFORM: Narrowed down to either Whova or Socio.

Join the event email list for announcements:

k12cybersecurityconference.org
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